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Abstract

The article discusses the practical importance of information security in the digital
transformation of the public education system, the problem of identifying
vulnerabilities in information security and ensuring key factors for protecting
information from information security incidents.
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An important requirement for ensuring activities during digital transformation in
public education is to maintain a high level of information security (Information
security). Information security in addition to protecting databases and preventing
hacker attacks, it is important to protect students from any manifestations of
propaganda and manipulation. Therefore, the construction of an information security
system in public education should be carried out by specialists who have the
appropriate level of qualification and experience[1]. Information security in the
system of a public educational institution is a set of measures of a different nature
aimed at realizing two main goals. The first goal is to protect personal data and
information space from unauthorized interference, theft of information and changes
in the system configuration by third parties. The second goal of IB is to protect
students from any kind of propaganda, advertising, information prohibited by law.
The actions of intruders can lead to the theft of the specified data. Also, with
unauthorized interference, it is possible to make changes and destroy knowledge
repositories, program codes, digitized books and manuals used in the educational
process. The specifics of providing information security include not only the
possibility of theft or damage to data by hackers, but also the activities of students.
Teenagers can knowingly or unintentionally damage equipment or infect systems with
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malware. The following groups of objects may be exposed to threats of intentional or
unintentional impact:
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Fig.1. Vulnerabilities of a group of objects.
In order to provide information security protection measures during digital
transformation in public education, information security technologies provide for
protection at 5 levels (Fig. 2):
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Fig.2. Measures to protect information security during digital
transformation in public education.
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1. The legal method of protection is the main document that determines the degree of
threats and measures to ensure the information security of students in the public
education system, is the "National Strategy for Action in the Interests of Children". It
provides for the priority of measures aimed at protecting the child's consciousness
from the information impact of an aggressive nature. Measures to protect information
systems and databases have a second priority level.
Legislation defines the data that must be protected from unauthorized access by third
parties. Such information includes:
. personal data;
« confidential information;
« official, professional, commercial secret.
The procedure for ensuring the security of personal data is regulated by the Labor
Code, the Civil Code, the Law "On Information" and other acts.
Moral and ethical means of ensuring information security - this system of moral and
ethical values is of particular importance in the field of public education. It serves as
the basis for developing a set of measures aimed at protecting children and
adolescents from information that is ethically incorrect, traumatic, or illegal. As part
of measures to ensure information security, lists of sources (programs, documents,
etc.) that can injure a child's psyche are created. As a result of the measures taken, the
access of such sources to the territory of the public educational institution system
should be prevented.
Administrative and organizational measures - the system of administrative and
organizational measures is based on the internal regulations and rules of the
organization, which regulate the procedure for handling information and its carriers.
The following should be developed, among other things:
« job descriptions;
« internal IS methodologies;
« lists of non-transferable data;
« regulations for interaction with authorized state bodies on requests for information,
etc.
The developed methods should determine the procedure for students to access the
Internet during classes in computer classes, measures to prevent children from
accessing certain resources, preventing them from using their storage media, etc.
Physical measures - the responsibility for the implementation of measures to protect
the computer network and physical information carriers lies directly with the head of
the educational organization and its IT staff. It is not allowed to shift these measures
to hired security structures[4].
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Physical measures include:
- implementation of a pass system for access to premises where data carriers are
located;
« creation of an access control and management system,;
« definition of tolerance levels;
« creating rules for mandatory regular copying of critical data to hard drives of PCs
that are not connected to the Internet.
Technical protection measures include the use of specialized software that effectively
detects IS threats and ensures the fight against them. If it is impossible to use such
systems due to budgetary restrictions, recommended and permitted antiviruses and
other types of special software are used. The software used for technical protection
must provide control over the e-mail used by students or staff of an educational
organization.
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